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Preface
From the Editors

Welcome to the all-new second edition of 
Navigating the Digital Age. We emphasize 
“all new” because none of the content in 
this edition is repetitive of what was writ-
ten in the first edition. How could it be? 
The first edition was published three years 
ago. Welcome to the Digital Age, where 
three years feels like a millennium. 

This edition brings together more than 
50 leaders and visionaries from business, 
science, technology, government, aca-
demia, cybersecurity, and law enforce-
ment. Each has contributed an exclusive 
chapter designed to make us think in 
depth about the ramifications of this digi-
tal world we are creating.

An important focus of the book is centered 
on doing business in the Digital Age—par-
ticularly around the need to foster a mu-
tual understanding between technical and 
non-technical executives when it comes to the 
existential issues surrounding cybersecurity. 

This book has come together in three 
parts. In Part 1, we focus on the future of 

threat and risks. Part 2 emphasizes lessons 
from today’s world, and Part 3 is designed 
to help you ensure you are covered today. 
Each part has its own flavor and personal-
ity, reflective of its goals and purpose. Part 
1 is a bit more futuristic, Part 2 a bit more 
experiential, and Part 3 a bit more practical. 
We hope you find each to be thought-pro-
voking and valuable.

One of the pleasant surprises we dis-
covered in editing these chapters was how 
seamlessly and, at times, brilliantly our 
authors were able to connect the business 
and technology challenges of cybersecurity to 
the broader issues facing the world at large. 

But, in retrospect, we probably shouldn’t 
have been surprised. After all, what makes 
this book so necessary and, we hope, so 
compelling is the reality that digital tech-
nologies are completely embedded in ev-
ery aspect of our lives. And, as you will 
discover in the pages ahead, we’re still only 
at the beginning of our journey in navigat-
ing the Digital Age. 

Unless otherwise stated, all $ amounts are in U.S. dollars.
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The Next 20 Years Will Bring More 
Change Than the Previous 300 
If this statement sounds somewhat prepos-
terous, please keep in mind that we are 
now crossing a crucial threshold that was 
previously unthinkable. Technology is no 
longer simply changing our environment, 
i.e., what is around or outside us, or what 
hardware we use. No more is it just a tool. 
Technology is well on its way to becoming 
a creative force—and a thinking machine, 
as well.

Technology is now gearing up to go 
inside us, thereby changing who we are 
and rapidly redefining what it means to 
be human. All this, as some of my fellow 
futurists are fond of saying, to allow us to 
“transcend the limitations of humanity.”

If intelligent machines are to perform 
our routine work for us, we will have to 
train them, teach them, connect them to 
us—in effect making digital copies of our-
selves, cloning our knowledge (and pos-
sibly some of our unique human intel-
ligences) in the cloud. This will alter us; 
and it will alter our view of what we are 
and what we could be, as well as what the 
machines are. And this is only the first 
step. Try to imagine:

• Nanobots in your bloodstream monitor-
ing and even regulating cholesterol levels.

• Augmented virtual or mixed reality de-
vices that look like regular eyeglasses or 
even contact lenses, giving you ready 
access to the world’s knowledge, at the 
blink of an eye.

• The ability to connect your neocortex 
directly to the internet and transform 
thoughts into action or record what 
you think. 

• Developing a relationship with your 
digital assistant or robot because it 
seems so real, so very human. 

None of this is as far away as you may 
think, and the societal, cultural, human, 
and ethical implications will be mind-bog-
gling. Clearly we must prepare for this 
challenge today, or we will find ourselves 
ill-equipped to handle these new reali-
ties. If we are not able to clearly define 
and articulate an agreed upon set of Dig-
ital Age ethics, we run the risk that unfet-
tered technology expansion will not only 
be dangerous, it will also cause us to ques-
tion the very nature of our existence: What 
is it that makes us human?

The Ethics of Technology 
and the Future of Humanity
Gerd Leonhard – Author; Executive “Future Trainer;” Strategist;  
Chief Executive Officer, The Futures Agency

12
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Defining Ethics
Before we venture further into why ethics 
in technology is critical to our future, first 
let us attempt to define what ethics is. Riff-
ing off the late U.S. Supreme Court judge 
Potter Stewart, I propose this as a working 
definition:

Ethics is knowing the difference between 
what you have a right or the power to 
do and what is the right thing to do. 

If we accept this definition and apply it 
to what is coming in the next 10 years, we 
can quickly see a serious challenge emerging. 

The Future Is Exponential, Conver-
gent, and Combinatorial—and So Are 
the Resulting Ethical Challenges
Right now, we are at the take-off point of 
exponential progress. Henceforth, change 
is no longer gradual but sudden, in almost 
all scientific and technological progress—
such as quantum/3D computing, nano-
technology, biotechnology, cloud comput-
ing, hyper-connectivity and the Internet 
of Things (IoT), AI, geoengineering, solar 
energy, 3D printing, autonomous vehicles, 
and pretty much everything else. 

What’s more, most of these exponential 
technologies are dual-use—meaning they 
can be harnessed for incredible, positive 
innovations as well as for evil purposes. As 
William Gibson, the science fiction writer 
widely credited with pioneering cyber-
punk, likes to say, “Technology is morally 
neutral until we apply it.”

Let’s imagine the world a mere 10 
years from now—some 50 to 100 times 
more advanced—a world where most sci-
ence fiction has become science fact. It is 
likely to be a world where literally every-
one and everything around us is con-
nected, observed, recorded, measured, 
and tracked. I estimate there will be some-

thing like one trillion devices on the IoT 
by then, where IA (intelligence augmenta-
tion) has truly become AI (artificial intel-
ligence), and where at least 80 percent of 
the 10 billion earthlings are connected at 
high speeds, on cheap devices, wearables, 
and via digital assistants and robots that we 
can communicate with, as if we are speak-
ing to a good friend. Add genetic engineer-
ing and the rapid convergence of technol-
ogy and biology to this equation, and the 
sky is the limit—literally—in terms of pos-
sibilities (see page 89).

Exponential thinking, therefore, becomes 
mission-critical, both to realize opportu-
nities and to foresee and address the con-
sequential ethical challenges and moral 
quandaries.

A Perfect Storm of 
Combinatorial Forces
Even more important, the true challenge 
to humanity lies in the fact that while all 
these technologies are unfolding expo-
nentially, they are also causing tradition-
ally unrelated industries (and the sciences 
underneath them) to converge. These 
so-called megashifts, such as datafication, 
cognification, automation, and virtualiza-
tion (see megashifts.com) are already com-
bining with each other to create entirely 
new possibilities and challenges. 

These convergent and combinatorial 
forces will soon create a perfect storm of 
immense progress and enormous chal-
lenges that transcend the realms of tech-
nology and business by impacting society, 
culture, and humanity as a whole. 

Get Ready for the Next 
Generation of Unicorns
Looking back at the warp-drive success of 
the unicorns of the past seven years (i.e., 
those companies that were or are privately 
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valued at over $1 billion, pre-IPO, such as 
Uber, Xiaomi, Palantir, Airbnb, and Spo-
tify), we can already see examples of the 
exponential-combinatorial-convergent 
story. And this is just the beginning. 

For instance, Spotify’s business model 
became feasible only because of expo-
nential and combinatorial technological 
change: Streaming 20 million songs to 150 
million users is now doable, thanks to the 
fact that we finally have cheap yet powerful 
smartphones connected to fast mobile net-
works. In addition, we now have new ways 
of paying online, AI/algorithms that create 
playlists, and last but not least, sufficient 
market pressure on the record companies 
to provide the licenses. It is quite reveal-
ing to note in this context that Spotify is 
no longer really in the business of “selling 
music.” Rather, it sells convenience, intel-
ligence, interface, and curation—the result 
of a convergent and exponential outlook 
on the future, something that apparently is 
always reserved for industry outsiders.

Airbnb makes for another great exam-
ple. It boasts a vast, global database of users’ 
short-term rental listings, with mobile 
devices as the primary use case. It employs 
intelligent rating and pricing technol-
ogy (AI once more, if you will), has social 
media built in to the system, offers digital 
payment options, and has been propelled 
by the rise of the sharing economy. Put 
all this together, and you have warp-drive 
growth. 

While these tech innovations are all 
mostly positive developments that often 
enrich our lives, we must brace ourselves 
for what is about to come: new superstar, 
exponential, unicorn organizations that 
combine AI and biotechnology—thus 
achieving the complete convergence of 
technology and biology—or fuse AI, nan-
otechnology, and the material sciences.  

Understanding the Urgency to  
Construct Ethical Frameworks 
However, the prospect of such exponen-
tial growth puts us on the horns of another 
dilemma. We must now urgently con-
struct ethical frameworks that will keep up 
with this furious pace. Without these eth-
ical frameworks in place, unfettered and 
thereby socially destructive growth will 
become increasingly toxic and disastrous.

Clearly we must prepare for this challenge 
today, or we will find ourselves ill-equipped 
to handle these new realities. Business ought 
to take a lead on this, and so must savvy pol-
iticians and public officials. Whoever is the 
thought leader in these thorny issues will be 
more influential than Warren Buffett has 
been in matters of investing.

Donald Ripley in the 1995 movie Powder:  
“It has become appallingly clear that our 

technology has surpassed our humanity.”

Every Extension Is Also an  
Amputation—but What Should  
We Not Amputate?
Marshall McLuhan talked about this in 
his landmark 2001 book Understanding 
Media, and it rings even more true in the 
present day: Every technological exten-
sion of ourselves is also an amputation of 
another part of us (or another extension).

If we continue to have closer relation-
ships with our screens than we have with 
other people, if we will indeed “transcend 
human limitations” by spending our lives 
in augmented or virtual spaces, or if we are 
to connect our neural networks directly 
with an AI in the cloud, then we will cer-
tainly lose—i.e., amputate—many things 
that make us human. I firmly believe this 
is a consequence we must reckon with. 

We stand to lose human elements, 
such as emotions (which can be emu-
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lated by but are fundamentally incom-
prehensible to computers); imperfections 
(smart machines won’t tolerate errors); 
surprises and serendipity (machines don’t 
enjoy them), and mysteries (machines hate 
them).

Generally, it would become nearly 
impossible to retain what I call “the andror-
ithms,” all the things that actually make 
us human. We might end up extended in 
many different ways, but also our basic 
human expressions could end up ampu-
tated. We’d be extremely intelligent, but 
totally dehumanized. That strikes me as a 
bad idea.

Who will decide what we can safely 
amputate—such as, maybe, the ability to 
read maps or drive a car ourselves? Who 
will define the limits of when we will no 
longer be human? Who is mission control 
for humanity?

Getting an Ethics Upgrade—From If 
and When to Why and Who
The bottom line is that we are now mov-
ing to an entirely different era as far as tech-
nology is concerned. Sometime in the next 

five to 10 years, it will no longer be about 
if we can do something, i.e., technical feasi-
bility, cost or time, can something be done, 
will it actually work, how expensive will it 
be, and how will it make money? Rather, it 
will be about why we are doing it (context, 
purpose, values, goals) and who is doing it 
(control, security, governance, power). In 
other words, it will be about ethics, ulti-
mately. This is a crucial shift in society, 
brought about by exponential, convergent, 
and combinatorial change.

Are you ready to shift from an empha-
sis on science and technical feasibility to 
an emphasis on meaning, purpose, and 
human governance?

What Does Digital Ethics Have to 
Do With Security? The Digital Ethics 
Moonshot
In my opinion, technological security can 
only be as good as the moral, ethical, and 
political frameworks that surround and 
define it. The most advanced security tech-
nology will be useless if those who hold 
the key and those who use it, act unethi-
cally, with evil intent, or with great neg-
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MYSTERY ETHICS

CREATIVITYINTUITION
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ligence. In fact, the very same technology 
that is employed to protect consumers and 
users can be used to spy on them. Some 
of the most potentially beneficial technol-
ogies, such as the IoT, can be used to form 
the biggest and most powerful Panopticon 
ever constructed. 

It will therefore not be enough to sim-
ply improve technological firepower as 
the world gears up for exponential tech-
nological growth; we must also redesign 
and embolden our ethical frameworks. We 
have to reach a global agreement on what 
is good for humanity, at large, and what 
is clearly not—and, also, how we would 
enforce such tenets.  

In many ways, this task might even be 
harder than the technological challenges 
ahead of us. In any case, I would propose to 
add this “ethical moonshot” to the cyber-
security moonshot that Mark McLaughlin 
talks about in his chapter.

Ethics in Technology, aka Digital  
Ethics, Will Very Quickly Become 
the No. 1 Issue in This Industry 
Defining ethical standards on a global 
scale is not easy. It may even be impossi-
ble if we attempt to address very detailed 
convictions, i.e., values and beliefs that are 
particular to specific societies, countries, 
regions, or religions. But if we stay at the 
very top level, on a global scale, I believe 
we can indeed define some crucial ethical 
standards for humans. The key will be to 
focus on HUMANITY, and to act with 
what ancient Greeks called phronesis (prac-
tical wisdom) in order to ensure that all 
technological progress results in collective 
human flourishing—which is the underly-
ing paradigm we need to adopt.

On the topic of religion and ethics, 
Albert Einstein (a big source of inspiration 
for me) repeatedly set forth that morality 
does not require a divine source. Rather, 

morality (yet another term to describe 
something like ethics) is a purely natural 
and human creation; it is simply a part of 
being human. The Dalai Lama wrote an 
entire book on his belief that ethics is more 
important than religion. Take note.

Meta-level ethics would, for example, 
assume that pretty much everybody wants 
to remain human, retain human quali-
ties, and enjoy basic human rights, such 
as the right to free will, free decision-mak-
ing, and choice (notwithstanding the few 
but also very noisy transhumanists and 
extreme singularitarians who seem overly 
keen on becoming cyborgs or robots as 
soon as possible).

Who would enjoy having their digi-
tal (or real) identity stolen, or their DNA 
used to program a super-soldier halfway 
around the world? Does anybody want 
his or her data and information out in the 
public sphere? Everybody enjoys the ability 
to have mystery, secrets, mistakes, and pri-
vacy in their lives.

For Your Consideration: An Ethics 
Framework for the Digital Age
These are the kinds of general digital eth-
ics principles that could be the framework 
for a global “ethics in technology” mani-
festo—a kind of digital human rights dec-
laration. In fact, I suggest five core human 
rights that could form the basis of a future 
digital ethics manifesto:

1. The right to remain natural, i.e., bio-
logical. We need to retain the right to 
be employed, use public services, buy 
things, and function in society with-
out a requirement to deploy technol-
ogy on or inside our bodies.

2. The right to be inefficient if and where 
it defines our basic humanness. We 
must have the choice to be slower than 
technology and not make efficiency 
more important than humanity.
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3. The right to disconnect. We must 
retain the right to switch off connec-
tivity, go dark on the network, and 
pause communications, tracking, and 
monitoring. 

4. The right to be anonymous. In our 
coming hyperconnected world, we 
should still have the option of not 
being identified and tracked, such as 
when using a digital application or 
platform, when it doesn’t pose a risk 
to or impose upon others.  

5. The right to employ or involve peo-
ple instead of machines. We should 
not allow companies or employers to 
be disadvantaged if they choose to use 
people instead of machines—even if 
it’s more expensive and less efficient.

Conclusion
What are we without ethics? Can we still 
assert and own our humanity, particularly 
as we barrel headlong toward a future in 
which technology will give us the ability to 
blur the lines between what is human and 
what is machine? Just because we can do it, 
should we do it? And if we do, how will we 
define what is the right way to do it?

I believe we urgently need to tackle 
this challenge because the future could 
be heaven, or it could be hell (I call this 
‘HellVen’), depending on the decisions 
we make today. Technology does not have 
ethics, but societies depend on them. Let 
us remind ourselves that civilizations are 
driven by their technologies and defined 
by their humanity. Technology is not what 
we seek, but how we seek.
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A BRIEF HISTORY OF THE NEXT DECADE BY GERD LEONHARD

2020: The world is becoming hyperconnected, automated, and uber-
smart—and everyone benefits. Six billion people are “always on,” around 
the planet, each of us seeing different information and content all the time. 
We interact with platforms via augmented reality, virtual reality, holographic 
screens, or via intelligent digital assistants (IDAs). 

2022: Our own digital egos have moved to the cloud and are develop-
ing a life of their own. Swarms of IDAs and software bots live in the cloud 
and take care of routine tasks. No more searching for restaurants or hotels; 
no more updating the doctor on what’s wrong. Our bots know us and our 
desires, and they communicate infinitely better than we can by typing ques-
tions into a computer. 

2024: Goodbye privacy and anonymity. We are constantly connected to 
machines, and they are getting better and better at reading our minds. Tech-
nology has become so fast, powerful, and pervasive that we cannot avoid 
being tracked, observed, recorded, and monitored—ever.

2026: Automation is widespread, and social norms are being rewrit-
ten. Gone are the days when routine tasks—whether blue collar, white col-
lar, manual, or cognitive—are done by humans. Machines have learned how 
to understand language, images, emotions, and beliefs. Machines can also 
speak, write, draw, and simulate human emotions. Machines cannot be, but 
they can think. 

2028: Free will and free choice are only for the privileged. Our lives have 
become tracked, guided, and curated. Because everything we do, say, see— 
and increasingly, feel and think—can be tracked and measured, we see a 
waning in the importance of free will. We can no longer easily divert from 
what the system thinks is best for us, because everything is observed. This 
makes for healthier and more responsible lives, lowers the costs of medical 
care, and makes near-perfect security possible. Yet, many of us are unsure 
whether this is heaven or hell.

2030: 90 is the new 60. Because we have analyzed the DNA of billions of 
connected humans via cloud biology and quantum computing, we can now 
determine with great certainty which exact gene is responsible for triggering 
which exact disease. In another five years or so, we will be able to prevent 
cancer. Longevity has exploded, completely changing our social systems,  
as well.
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